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Director OSTP may, for good cause, 
grant and revoke waivers of this re-
quirement for specified classes of docu-
ments or information. The Director of 
the Information Security Oversight Of-
fice shall be notified of any waivers. 

(c) Marking designations imple-
menting the provisions of Executive 
Order 12356, including abbreviations, 
shall conform to the standards pre-
scribed in Directive No. 1 issued by the 
Information Security Oversight Office. 

(d) Foreign government information 
shall either retain its original classi-
fication or be assigned a United States 
classification that shall ensure a de-
gree of protection at least equivalent 
to that required by the entity that fur-
nished the information. 

(e) Information assigned a level of 
classification under predecessor Execu-
tive Orders shall be considered as clas-
sified at that level of classification de-
spite the omission of other required 
markings. Omitted markings may be 
inserted on a document by the officials 
specified in § 2400.18 of this part. 

§ 2400.13 Limitations on classification. 
(a) In no case shall information be 

classified in order to conceal violations 
of law, inefficiency, or administrative 
error; to prevent embarrassment to a 
person, organization, or agency; to re-
strain competition; or to prevent or 
delay the release of information that 
does not require protection in the in-
terest of national security. 

(b) Basic scientific research informa-
tion not clearly related to the national 
security may not be classified. 

(c) The Director may reclassify infor-
mation previously declassified and dis-
closed if it is determined in writing 
that (1) the information requires pro-
tection in the interest of national secu-
rity; and (2) the information may rea-
sonably be recovered. These reclassi-
fication actions shall be reported 
promptly to the Director of the Infor-
mation Security Oversight Office. Be-
fore reclassifying any information, the 
Director shall consider the factors list-
ed in § 2001.6 of Directive No. 1, which 
shall be addressed in the report to the 
Director of the Information Security 
Oversight Office. 

(d) Information may be classified or 
reclassified after OSTP has received a 

request for it under the Freedom of In-
formation Act (5 U.S.C. 552a) or the 
Privacy Act of 1974 (5 U.S.C. 552), or the 
mandatory review provisions of Execu-
tive Order 12356 (section 3.4) if such 
classification meets the requirements 
of this Order and is accomplished per-
sonally and on a document-by-docu-
ment basis by the Director. 

Subpart C—Derivative 
Classification 

§ 2400.14 Use of derivative classifica-
tion. 

(a) Derivative classification is (1) the 
determination that information is in 
substance the same as information cur-
rently classified, and (2) the applica-
tion of the same classification mark-
ings. Persons who only reproduce, ex-
tract, or summarize classified informa-
tion, or who only apply classification 
markings derived from source material 
or as directed by a classification guide, 
need not possess original classification 
authority. If a person who applies de-
rivative classification markings be-
lieves that the paraphrasing, restating, 
or summarizing of classified informa-
tion has changed the level of or re-
moved the basis for classification, that 
person must consult an appropriate of-
ficial of the originating agency or of-
fice of origin who has the authority to 
declassify, downgrade or upgrade the 
information. 

(b) Persons who apply derivative 
classification markings shall: 

(1) Observe and respect original clas-
sification decisions; and 

(2) Carry forward to any newly cre-
ated documents any assigned author-
ized markings. The declassification 
date or event that provides the longest 
period of classification shall be used 
for documents classified on the basis of 
multiple sources. 

§ 2400.15 Classification guides. 
(a) OSTP shall issue and maintain 

classification guides to facilitate the 
proper and uniform derivative classi-
fication of information. These guides 
shall be used to direct derivative clas-
sification. 

(b) The classification guides shall be 
approved, in writing, by the Director or 
by officials having Top Secret original 
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classification authority. Such approval 
constitutes an original classification 
decision. 

(c) Each classification guide shall 
specify the information subject to clas-
sification in sufficient detail to permit 
its ready and uniform identification 
and categorization and shall set forth 
the classification level and duration in 
each instance. Additionally, each clas-
sification guide shall prescribe declas-
sification instructions for each ele-
ment of information in terms of (1) a 
period of time, (2) the occurrence of an 
event, or (3) a notation that the infor-
mation shall not be automatically de-
classified without the approval of 
OSTP. 

(d) The classification guides shall be 
kept current and shall be fully re-
viewed at least every two years. The 
Executive Director, OSTP shall main-
tain a list of all OSTP classification 
guides in current use. 

(e) The Executive Director, OSTP 
shall receive and maintain the record 
copy of all approved classification 
guides and changes thereto. He will as-
sist the originator in determining the 
required distribution. 

(f) The Director may, for good cause, 
grant and revoke waivers of the re-
quirement to prepare classification 
guides for specified classes of docu-
ments or information. The Director of 
the Information Security Oversight Of-
fice shall be notified of any waivers. 
The Director’s decision to waive the re-
quirement to issue classification 
guides for specific classes of documents 
or information will be based, at a min-
imum, on an evaluation of the fol-
lowing factors: 

(1) The ability to segregate and de-
scribe the elements of information; 

(2) The practicality of producing or 
disseminating the guide because of the 
nature of the information; 

(3) The anticipated usage of the guide 
as a basis for derivative classification; 
and 

(4) The availability of alternative 
sources for derivatively classifying the 
information in a uniform manner. 

§ 2400.16 Derivative classification 
markings. 

(a) Documents classified derivatively 
on the basis of source documents or 

classification guides shall bear all 
markings prescribed in § 2400.12 of this 
part and Directive No. 1 as are applica-
ble. Information for these markings 
shall be taken from the source docu-
ment or instructions in the appropriate 
classification guide. When markings 
are omitted because they may reveal a 
confidential source or relationship not 
otherwise evident, as described in 
§ 2400.12 of this part, the information 
may not be used as a basis for deriva-
tive classification. 

(b) The authority for classification 
shall be shown as directed in Directive 
No. 1. 

Subpart D—Declassification and 
Downgrading 

§ 2400.17 Policy. 
Declassification of information shall 

be given emphasis comparable to that 
accorded classification. Information 
classified pursuant to Executive Order 
12356 and prior orders shall be declas-
sified or downgraded as soon as na-
tional security considerations permit. 
Decisions concerning declassification 
shall be based on the loss of sensitivity 
of the information with the passage of 
time or on the occurrence of an event 
which permits declassification. When 
information is reviewed for declas-
sification pursuant to this regulation, 
that information shall be declassified 
unless the designated declassification 
authority determines that the informa-
tion continues to meet the classifica-
tion requirements prescribed in § 2400.9 
of this part despite the passage of time. 
The Office of Science and Technology 
Policy officials shall coordinate their 
review of classified information with 
other agencies that have a direct inter-
est in the subject matter. 

§ 2400.18 Declassification and down-
grading authority. 

Information shall be declassified or 
downgraded by the official who author-
ized the original classification, if that 
official is still serving the same posi-
tion; the originator’s successor; a su-
pervisory official of either; or officials 
delegated such authority in writing by 
the Director, OSTP. The Executive Di-
rector, OSTP shall maintain a current 
listing of persons or positions receiving 
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